Abstract. Many of the watermarking schemes that claim resilience to geometrical distortions embed information into invariant or semi-invariant domains. However, the discretisation process required in such domains might lead to low correlation responses during watermarking detection. In this document, a new strategy is proposed to provide resilience to strong Rotation, Scaling and Translation (RST) distortions. The proposed detection process is based on a Genetic Algorithm (GA) that maximises the correlation coefficient between the originally embedded watermark and the input image. Comparisons between a previous scheme, based on Log-Polar Mapping (LPM), and the present approach are reported. Results show that even a simple insertion process provides more robustness, as well as a lower image degradation.
Introduction
Multimedia applications are arising, and technological advances afford faster and cheaper forms of copying and distributing multimedia data, with high quality. Hence, digital watermarking has been proposed to provide suitable alternatives to detect copyright infringements, tampering, and so forth. However, any digital signal might suffer a wide set of accidental and incidental distortions that can severely damage and even destroy the embedded watermarks.
In most watermarking schemes, geometrical distortions, applied on content images, usually lead to wrong detection responses due to synchronisation loss between watermarks and detectors.
When the original (non-watermarked) image is available for the detector, synchronisation might be easily restored by using conventional image registration techniques [1] , before testing the presence of a watermark. Yet, detectors will seldom be provided the original image in real applications. Thus, different strategies have been proposed to deal with the effects of geometrical distortions in watermarking schemes that do not require the original image during detection.
Some approaches embed either a template (along with the watermark) or a periodic watermark to generate a defined pattern that is used to effectively invert affine transformations in content images before detection [2] [3] [4] [5] . Both strategies usually provide robustness against geometrical attacks. However, detectors are unable to restore synchronisation if the templates are removed by using specialised attacks, such as collusion and template removal attacks [6, 7] .
Another proposed strategy is to embed the watermarks into invariant or semi-invariant domains provided by the Fourier-Mellin transform, or Log-Polar Mapping (LPM) [8, 9] . Results show those scheme are robust against RST with and without cropping. Unfortunately, stronger attacks might requiere weighter watermarks, which usually cause visible distortions into the watermarked images. In [10] the watermark is inserted in previously normalised versions of the images, and restored to the original form before distribution. The scheme is robust against some geometrical distortions, but the detection is prone to errors when the normalisation parameters change due to cropping. The schemes based on invariant or semi-invariant domains are usually vulnerable to severe geometrical distortions, because of the discretisation and interpolation processes required in the insertion/extraction processes.
A newer strategy is to embed the watermarks into marking regions near to invariant features of the images [11, 12] . However, watermarking retrieval highly depends on the accuracy of the used algorithms for detecting points resilient to geometrical changes.
In this paper we propose a strategy to provide resilience to RST, which is based on Maximum Correlation Seach (MCS). The detection scheme might be thought of as an image registration problem [1] , where the correlation between the original watermark and the input image is maximised, instead of minimising the difference between two images. This strategy avoids the security problems found in schemes based on template insertion and auto-synchronisation. Moreover, results show that even a simple insertion scheme could significatively improve the discretisation problems found in schemes based on LPM.
The paper is organised as follows. Sections 2 and 3 describe the proposed insertion and detection process, respectively. The specifications of the Genetic Algorithm (GA), used during the detection process, is presented in Sect. 3.1. Section 3.2 describes the proposed whitening filter, and some experiments and comparisons of the present approach with a previous scheme are shown in Sect. 4. Finally, some conclusions and future work are discussed in Sect. 5.
Watermark Embedding Process
Let f (x, y) be the pixel intensity of the original image f at (x, y) location, where 0 ≤ y ≤ M and 0 ≤ x ≤ N ; M and N denote the total number of rows and columns of the image, respectively. The discrete Fourier magnitude, |F |, is assessed and a pseudo-random binary watermark, W m (x, y) ∈ {−1, 1}, the same size of the content image, is generated by preserving the symmetry of the Fourier magnitude. Each coefficient of |F | is modified by,
where α is a user-defined strength parameter (usually set to 0.1), that controls the tradeoff between robustness and image fidelity. By using (1), we avoid modifying the phase component of the image in order to preserve a better visual quality. Finally, the inverse discrete Fourier transform is assessed from F to obtain the watermarked image f w .
Watermark Detection Process
Translation attacks are implicitly solved by the well known invariance of the Fourier magnitude [13] . In order to find the rotation angle and scale, we propose a novel detection approach based on a GA that aims to maximise the correlation between the originally inserted watermark, W m , and the Fourier magnitude logarithm of the input image.
Letf be the input image, and log |F | the logarithm of its Fourier magnitude. A whitening filter [14] (see Sect. 3.2) is applied to log |F | and W m . Then a searching algorithm, based on a GA (see Sect. 3.1), is used to find the scale factor and rotation angle that maximise the correlation between both filtered signals. Finally, a watermark is reported as successfully detected when the bestfound correlation value is higher than a predefined threshold τ .
Genetic Algorithm
Several authors have proposed watermarking schemes where the correlation coefficient is used as a detection measure [15, 14] . We propose maximising the correlation between the input image, likely distorted, and the originally inserted watermark, which is computed as,
The goal is to achieve the values of scaling, σ, and rotation, θ, that might have been applied on the watermarked images by using a MCS based on a GA.
A GA is an evolutive algorithm inspired by a biological process, that attempts to optimise a complex function cost, in such a way that given a random initial population, the GA allows this population to reach a state of maximum fitness in many generations. The general optimisation procedure is: 1) Define a cost function and the chromosome, 2) Create a new population, 3) Evaluate the cost function, 4) Select mates, 5) Mating, 6) Mutate, 7) Check convergence.
Haupt [16] describes those previous steps to minimise a continuous parameters function cost using a GA. In our case, we optimise the function cost, given by (2), which depends on the rotation and the scale parameters. A chromosome 6 . An initial population, of length N pop , is created with chromosomes uniformly distributed over the whole space. In this way, we aim to accelerate the convergence, as we cover the entire space and avoid evaluating the cost of very similar chromosomes in the first generation [16] .
Once the first generation is computed, the best half is selected for the paring procedure (N good = N pop /2) and the other half is discarded. For paring selection, a weighted probability is computed by using a normalised cost, which is estimated for each chromosome, subtracting the highest cost, of the discarded chromosomes, from the cost of all the chromosomes in the mating pool C n = cost n − cost N good +1 . The probability for each mating chromosome is assessed as,
note that the higher an individual's cost is, the higher is the probability of having offsprings. Mating generates two offsprings by mixing the chromosomes of the couples previously selected. Let
2 } denote the parents selected by the paring procedure. One of the two genes is randomly selected, and then exchanged, whereas the other one is mixed, by,
where
2 ), and β i is randomly selected between the interval [0, 1].
Finally, for the mutation procedure, a percentage of individuals are randomly selected with uniform probability distribution (with the exception of the best individual, which will not be mutated). Then, the gene j −th (randomly selected) of each selected individual is modified by φ
Whitening Filter
The correlation measure is an optimum method to detect a signal in Additive White Gaussian Noise (AWGN) channels, but it will be suboptimal in the case of non-AWGN channels. Depovere et al. [14] showed that images might be usually thought of as non-AWGN channels. The authors improved the detection response by applying a simple difference filter, known as whitening filter, to the rows of an image in order to remove most of the correlation existing between adjacent pixels. Subsequently, Cox et al. [17] proposed a bidimensional whitening filter (size 11 × 11), drawn from an elliptical Gaussian distribution, that significatively improved the detection response achieved by Depovere. We propose using a Separable Bidirectional Difference-Whitening Filter (SBD-WF) that computes the horizontal and vertical differences. Thus, we aim to decorrelate pixels through both directions, in contrast with the filter proposed by Depovere. In addition, the SBD-WF filter is separable, which can significatively reduce the required computational cost, in comparison with bidimensional Cox's filter.
Experimental Results

Whitening Filter Test
A random watermark was embedded into 1000 diverse nature images, by using (1), and then, it is detected without applying any prior distortion. We applied and compare the performance of the following whitening filters: the filter proposed by Cox et al. [17] , an horizontal difference filter, a vertical difference filter, and the proposed SBD-WF . Figure 1(a) shows the correlation values obtained by using the four different whitening filters. Note that there is no significant difference among the correlation values obtained from non-watermarked images. In the watermarked images, the obtained results are similar after applying both the vertical and horizontal difference filters. Higher correlation values are achieved by using Cox's filter and the proposed SDB-WF. However, the computation cost of the SBD-WF is lower than the filter proposed by Cox, which requieres a 2D convolution of the image with a 11 × 11-size kernel.
Image Degradation
In order to measure the degradation caused to the watermarked images, 1000 diverse nature test images were watermarked by using the proposed approach (with α = 0.1
2 ) and Lin's scheme [9] . Figure 1 (b) depicts a comparison of the Peak Signal-to-Noise Ratio (PSNR) values obtained from the images output by both insertion schemes. Results show that Lin's scheme clearly causes more distortion to the images (lower PSNR values) than the proposed approach.
Robustness
In this section we compare the detection response of Lin's scheme 3 [9] and the proposed approach in images attacked with severe geometrical distortions. We first propose reliable detection thresholds with low false-positive probabilities. Then comparisons between both detection schemes were made.
In this experiment, both detection schemes were applied on 1000 diverse non-watermarked test images. Figures 2(a) and 2(b) show the correlation values detected with the proposed approach and Lin's scheme, respectively. Thus, in order to yield a small false-positive probability, we propose a detection threshold of 9.5 for the proposed scheme and 4.8 for Lin's scheme. After defining the detection thresholds, the robustness against strong RST attacks were tested by using the three standard images shown in Figs 3(a) -(c). Figures 3(d) -(e) show the watermarked versions of Lena. Observe that more distortion is perceived when using Lin's scheme. Table 1 shows study cases of the detection responses obtained from both schemes 4 , after applying some severe RST attacks on the watermarked test images. Comparatively, the number of faults (printed in bold) detected when using the proposed approach is lower than the faults detected by using Lin's scheme.
Despite the general performance of the proposed scheme is clearly better than Lin's scheme, we think that more robust watermarks and lower impact on human perception is possible by using an embedding process based on Quantisation Index Modulation (QIM).
Conclusions
In this paper, a new strategy, based on MCS, is proposed to provide a watermarking scheme resilient to RST. The proposed approach avoid the security problems found in the schemes basd on auto-synchronisation and template insertion. In addition, comparisons were made to show that even a simple insertion scheme could significatively improve the performance of watermarking schemes based on invariant and semi-invariant domains, such as LPM.
Further research is being done to include an optimised embedding scheme, based on QIM, that will provide stronger watermarks with lower impact in human perception. Additionally, a strong feature extraction algorithm is being designed to provide resilience to local geometrical attacks. 
